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Abstract

This study presents the development of a
biometric-based ATM Management System designed
to enhance user security and facilitate loan
acquisition through self-service banking. Traditional
ATM  systems rely heavily on PIN-based
authentication, which exposes users to risks such as
identity theft, card fraud, and unauthorized access.
Furthermore, these systems typically do not offer
mechanisms for direct loan processing, especially in
regions with high numbers of unbanked individuals.
To address these gaps, the proposed system
integrates fingerprint biometric verification with a
simplified loan acquisition process.

A mixed-method research approach was employed
to assess user needs and validate the technical
solution. The system was developed using Java and
SQLite, and followed the waterfall software
development model. Functional and usability testing
were conducted among a sample group of 30
participants.  Results  demonstrated notable
improvements in processing efficiency, system
reliability, and end-user satisfaction. This solution
provides a pathway toward safer, more inclusive ATM
infrastructure and offers a viable model for
modernizing financial service delivery in developing
regions.

1. Introduction

The evolution of banking has been significantly
shaped by technological innovation, with Automated
Teller Machines (ATMs) being among the most

impactful advancements in delivering financial
services. ATMs have expanded access to basic
banking functions such as cash withdrawals, balance
inquiries, and transfers, providing 24/7 availability
and convenience to customers worldwide. However,
as the demand for digital financial services increases,
especially in underserved regions, the limitations of
traditional ATM systems are becoming more
apparent. These include the lack of robust security,
limited service options, and inefficiencies in handling
more complex operations like loan processing.

1.1 Problem Statement

Current ATM infrastructure faces two major issues:
insufficient security and limited financial services.
Most ATMs depend solely on PIN-based
authentication, which is vulnerable to fraud
techniques such as shoulder surfing, skimming, and
card duplication. This weak point makes ATM
transactions increasingly unsafe in high-risk
environments.

In addition, while banks are striving to improve
financial inclusion, especially in underserved or rural
areas, loan accessibility remains a largely manual and
centralized process. Customers must visit a physical
bank branch, submit forms, and wait days or weeks
for loan approvals. This model is not scalable or
efficient.

A solution is needed that both enhances ATM
security and extends its functionality to support loan
acquisition, enabling customers to access essential
services quickly, safely, and autonomously.
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1.2 Related Work

Various efforts have been made to improve ATM
security using biometric systems. Onwudebelu et al.
[3] proposed integrating fingerprint scanning into
ATM systems to replace PIN authentication, showing
promising results in reducing fraud. However, their
work focused only on authentication and did not
address service expansion.

Other research studies have explored user interfaces
and backend integration using lightweight databases
such as SQlite, recognizing its portability and
suitability for embedded systems [1]. Similarly,
development environments like NetBeans IDE have
become standard for Java-based applications due to
their modular architecture and tool integration

support [2].

While prior studies have addressed either biometric
security or ATM software development, few have
examined the integration of biometric authentication
with automated loan services, particularly in a way
that is tailored for scalability and financial inclusion.
This project fills that gap by designing and
implementing a complete, user-friendly biometric
ATM system that handles both identity verification
and loan acquisition.

2. Methodology

A mixed-method research design was employed to
provide both qualitative insights and quantitative
validation of the problem and proposed solution.
This approach involved gathering user requirements,
developing a functional prototype, and evaluating
the system through end-user testing and structured
feedback.

2.1 Requirements Gathering

Structured questionnaires were distributed to ATM
users and bank staff to capture their experiences and
expectations.  Additionally, Joint  Application
Development (JAD) sessions were held with key
stakeholders to collaboratively identify system
features, define user roles, and validate assumptions

about user behavior. These methods helped establish
the need for biometric authentication and
ATM-enabled loan processing.

2.2 System Design

The system was built using the Waterfall model,
which includes five stages: requirements analysis,
system design, implementation, testing, and
maintenance. This model was chosen for its clarity
and predictability.

e Frontend: Java (NetBeans IDE) was used to
build the graphical user interface and
application logic.

e Backend: SQLite was selected due to its
embedded architecture, low overhead, and
ease of integration.

e Biometric Module: The system integrates a
fingerprint scanner for identity verification
before authorizing ATM functions.

The high-level code is used to check the status of the
finger image captured. The fingerprint device
requires the image of the finger to be captured four
times to create a valid fingerprint template. A
switch statement handles various outcomes of
each image capture. The first case executes when the
image is successfully captured. The second case is
triggered when the image is not properly captured.
The last case executes when fewer than four
fingerprint images have been captured, prompting
the system to continue image acquisition.

switch (captureStatus) {
case IMAGE_OK:
processImage();
break;
case IMAGE_ERROR:

promptUser("Please reposition your finger.");
break;
case IMAGE_INCOMPLETE:
promptUser("Capture more samples.");
break;

Figure 1. Java switch-case logic for fingerprint image
status handling

The first part of the following code initializes the
process of creating a fingerprint template. The



second method defines what happens when the
fingerprint device is started. The final method
specifies the system’s behavior when the device is
disconnected or stopped, including notifying the
user.

public void createTemplate(FingerprintImage image) {
template = templateBuilder.build(image);
}

public void onDeviceStart() {

displayStatus("Fingerprint device connected.");

+

public void onDeviceDisconnect() {

displayStatus("Device disconnected. Please reconnect."
1
s

Figure 2. Template creation and fingerprint device
lifecycle handling.

The code below is responsible for verifying a newly
captured fingerprint against those stored in the
database. It first retrieves existing fingerprint
templates and stores them in a list. The captured
fingerprint is then compared against this list to find a
match.

List<FingerprintTemplate> templates = db.fetchAllTemplates
boolean matchFound = f H

for (FingerprintTemplate template : templates) {
if (matcher.match(capturedTemplate, template)) {
matchFound = true;
break;

¥

if (matchFound) {
grantAccess();
} else {
denyAccess () ;
¥

Figure 3. Verification logic for comparing the
captured fingerprint with stored templates.

The overall structure of the biometric ATM
management system is illustrated in Figure 4. The
architecture includes a Java-based frontend
interface, a fingerprint scanner for biometric input,
and a backend SQlite database for storing and
retrieving transaction and user data. The system also
includes loan processing logic that interacts with the
biometric module to verify user identity before loan
approval.
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Figure 4: ATM Management System Architecture
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2.3 System Modules

e Authentication Module: Captures and
verifies fingerprints.

e Loan Engine: Handles eligibility,
disbursement, and repayment tracking.

e Database Layer: SQLite stores user and
transaction data.

e User Interface: Built in Java, includes loan
requests and fingerprint prompts.

e Admin Panel: For reviewing and approving
user requests.

2.4 Technology Stack
e Frontend: Java (NetBeans IDE)
e Backend: SQlite
e 0OS: Windows-based deployment

2.5 Testing Strategy
Two forms of testing were performed:

e Functional (Black-box) Testing: Each module
(account creation, fingerprint login, loan
request, repayment tracking) was tested
independently without examining internal
code.

® User Acceptance Testing (UAT): 30 users
interacted with the system in a controlled
environment and rated it based on
reliability, ease of use, and willingness to
adopt.



The collected data were analyzed using simple
statistical methods to interpret feedback patterns.

3. Results

The results show that the proposed biometric ATM
management system performs effectively in both
functionality and user satisfaction. Key results
include:

3.1 Functional Testing and Test Case
Outcomes

All modules passed the functional testing phase. The
fingerprint module successfully authenticated users,
and the loan processing module calculated eligibility,
disbursed loan amounts, and initiated repayment
schedules as programmed. No critical errors were
encountered during typical use cases.

Functional testing followed black-box methodology
to verify if the system modules performed according
to their specifications. Table 1 summarizes the test
cases conducted and their respective outcomes:

Test Case Objective Outcome
Capture Fingerprint Biometric enrollment Passed

Verify Fingerprint (Auth/Login) Authenticate user Passed

Request Loan (Authenticated) Submit and confirm loan application Passed

Loan Repayment Module Log and update repayment activity Passed

Unauthenticated Access Restrict secure functions without Blocked

Attempt auth

Database Query for Fingerprints Retrieve user fingerprint templates Passed

3.2 Usability Testing and User Feedback

A user acceptance test (UAT) was conducted with 30
participants from diverse demographics. Users
interacted with the ATM prototype and completed a
structured feedback form. Results showed:

67% of users found the system reliable
80% rated it easy to use

® 76% expressed willingness to adopt the
system in real scenarios

Users praised the system’s simplicity, speed, and the
added sense of security due to the biometric layer.

3.3 System Performance Metrics

Performance  tests showed the  system's
responsiveness and accuracy:

® Average fingerprint capture and verification
time: < 2 seconds

® Loan request form completion time: < 45
seconds

e Fingerprint match accuracy: 98%

The results affirm that the system meets its stated
objectives:

e Security: Biometric authentication reduced
the risk of unauthorized access.

® Loan Accessibility: Loan requests were
successfully submitted, processed, and
logged.

e User Experience: Participants reported
improved trust and reduced transaction
times.
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Figure 5. Bar chart showing user feedback

Participants noted faster transactions and greater
trust due to fingerprint verification.

4. Security Considerations

User fingerprint templates are securely stored in the
SQLite database using hashing (or note future
encryption implementation). Access to sensitive



operations is role-based. The system avoids storing
raw fingerprint images to reduce privacy risks.

5. Conclusion and Future Work

This research successfully demonstrates the design,
development, and deployment of a biometric ATM
system capable of improving both security and
accessibility to credit facilities. By integrating
fingerprint-based identity verification and an inbuilt
loan acquisition module, the system addresses two
major gaps in current ATM infrastructures:
vulnerability to fraud and limited financial service
offerings.

The system is not only technically feasible but also
socially valuable, as evidenced by high levels of user
satisfaction and engagement during testing. It
represents a scalable, user-friendly solution that
could be adopted by banks to drive financial
inclusion, particularly in remote and underserved
areas.

5.1 Future Work

Further improvements could include:

e Multimodal Biometrics: Adding facial
recognition for dual verification.

® Mobile ATM Integration: Extending the
system to portable, tablet-based ATM kiosks
for rural outreach.

e Al Integration: Using machine learning to
analyze loan risk or detect unusual
transactions.
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